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Large Macro Challenges

Demographics
Aging population
Shrinking talent supply

Climate Change
Increasing volatility

Artificial Intelligence
Faster analysis
Good and bad

Supply Chain
Shutdown risk

Cybersecurity
Increasing threats
Escalating arms race

Lack of Civility
Attack
Blame
Destroy

Geopolitical Risk
Government intervention 
& actions

Pandemic / Unknowns
They will happen



Introduction

•Are you worried about 
Cyber Threats?
•What are you worried 

about?



Oakland, California (Feb 2023 - ongoing)



Recent Attacks



3rd Party Cyber Risks



Discussion Topics

• Who are these threat actors?
• The threats your organizations face
• Your responsibilities
• Protecting your organizations



THREAT ACTORS



COMMON CYBER ATTACKS

•Ransomware
•Phishing
•Malware
•Zero-Day
• Insider



WHAT IS THIS?



Phishing



Zero Day

By not updating your systems, you are extending 
the risk-timeline for zero-day attacks



Malware



Insider Threats

Negligent Fast Worker Disgruntled



Impact of Artificial Intelligence

Advantages
• User Access & Actions
• Threat Detection & Response
• Risk Management
• Enhance Compliance

Disadvantages
• Users putting confidential 

information in public AI tools
• Phishing attacks difficult to 

detect
• False positives
• Identifying bad code faster
• Identifying vulnerable 

organizations faster



What is your responsibility?

• Confidentiality
• Integrity
• Availability
• Compliance



PROTECT YOURSELF TODAY

Start with basic cyber hygiene

- Professionally and personally

- 88% of cyber incidents can be avoided 
with basic cyber hygiene

Strong passwords

- Weak: password, Password, Password1, 
P@ssword1

- Strong: Cl1mbTh3Mount@!n (Climb 
The Mountain "passphrase")

Patch your systems

- Accept automatic updates or develop 
a process to accept updates 1 week 
after release

Regular backups

- Back up to portable drives or 
subscribe to a service for cloud 
storage

Multifactor authentication

- Enroll whenever available

Password Reuse

- Never reuse passwords across 
systems (e.g. bank and Netflix)



MORE WAYS TO PROTECT YOURSELF

Use anti-malware / anti-virus software
-Keep subscriptions and definitions up-to-date

User security awareness training
-SensCy

-CyberSafe

-Security Mentor

Do not click links in email from people you don’t know

-Hover over email address, links, and attachments to display actual address

Contact organizations directly when asked to change financial data or 
provide personal data



PROTECT YOURSELF & YOUR FAMILY 

Purchase a credit protection service

• Experian, LifeLock, etc.

• I use Experian - $19.99 per month
Purchase a password manager

• Password Keeper – family plan is $79.99 per year
Install multi-factor authentication wherever possible

Secure home Wi-Fi

Upgrade devices regularly (auto update)

Use biometrics whenever possible

Back up to the cloud daily

• Such as iCloud

• Back up often to a secure portable device



RESOURCES

• Subscribe to SensCy Cyber Briefs – www.senscy.com 
• StaySafeOnline – https://staysafeonline.org/ 

• US-CERT – https://www.us-cert.gov/ncas/tips/ST06-003

• Children Safety - https://www.us-cert.gov/ncas/tips/ST05-002

• DHS – https://www.dhs.gov/how-do-i/protect-myself-cyber-attacks 

• SANS Tip of the Day – www.sans.org/tip-of-the-day

• Federal Trade Commission - https://www.consumer.ftc.gov/features/feature-0038-onguardonline

• NetSmartZ - https://www.netsmartz.org/Home 

• State of Michigan - https://www.michigan.gov/som/0,4669,7-192-78403_78404---,00.html 

http://www.senscy.com/
https://staysafeonline.org/
https://www.us-cert.gov/ncas/tips/ST06-003
https://www.us-cert.gov/ncas/tips/ST05-002
https://www.dhs.gov/how-do-i/protect-myself-cyber-attacks
http://www.sans.org/tip-of-the-day
https://www.consumer.ftc.gov/features/feature-0038-onguardonline
https://www.netsmartz.org/Home
https://www.michigan.gov/som/0,4669,7-192-78403_78404---,00.html


Cybersecurity is a Chronic Condition

PREVENTION CURE Prevention is 
better than the 
cure
• If your township/city 

lost 10,000 customer 
records, it would 
cost you $1,640,000

• Preventative 
measures would cost 
a lot less



SensCy Score: Find out your Cyberhealth

Help mitigate your risk of a cyberattack – uncover your SensCy Score™

To schedule your SensCy Score™
please scan the QR code or visit our 
website at senscy.com/senscy-score.

A great tool to help determine your overall cyberhealth is the SensCy Score™. 
It's akin to a credit score in the sense that it gives you a broad estimation of your 
organization’s cybersecurity. The score is a good indication of your organization’s 
cyber hygiene and how prepared your organization is against cyber threats. The 
score considers information from your system, including preparedness, defenses, 
detection, response, and recovery. The score is on a scale from 0 to 1000. An 
organization should strive for a score of 800 or more.



Sensible Cyber Solution

CYBERHEALTH 
EVALUATION

Generates your
SensCy Score™

like a credit score 
for your cyberhealth

CYBER POLICY LIBRARY
A policy library to ensure you are 
following best practices 

CYBERHEALTH PLAN
A client customized plan to 
improve your cyberhealth score 

CLIENT DASHBOARD
Visibility into your cyberhealth & 
regular touchpoints to ensure 
your cyberhealth plan is on track

CYBER TRAINING 
Employee awareness & policy 
training help your employees 
become a first line of defense

PHISHING 
Friendly phishing tests to keep 
your employees vigilant against 
phishing attacks

EXECUTIVE BRIEFING 
Cyber briefings to your leadership 
team, key stakeholders or board 
members 

CYBER INSURANCE
Assist with properly completing 
cyber insurance forms

CYBER ALERTS
Proactive outreach for emerging 
threats – tailored to your systems 

EXTERNAL SCANS
Vulnerability and dark web 
scanning help keep you 
protected

INCIDENT RESPONSE PLAN
Help your team respond to an 
attack and minimize the impact

A cyber professional that will be a trusted guide and will have regular 
checkpoints with you to ensure you are on track with your cyberhealth plan. 

Cyber
Advocate

Month ly
Su bscr ipt ion

Pr ic in g

$750
1 – 20 active
online users

$1,000
21 – 100 active

online users

$1,500
101 – 250 active 

online users

Buying equivalent services on an ad hoc basis would be much more expensive. 
Our comprehensive, wrap around solution in plain language has great value.



QUESTIONS

?
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